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BBenenue

WnenTudukanys npuaokeHUi 1o cereBoMy Tpa(UKy MMO3BOJISET ONPEAETUTh, KaKkas Mpor-
pamma CreHepupoBajla CETEBYI0 aKTUBHOCTh. CeTeBble NMPUIIOKEHUS CO3/1al0T YHUKAJIbHBIN ITOTOK
JAHHBIX M 00/1aJa0T XapaKTEPHbIMU ITOBEIEHYECKUMU 0COOEHHOCTAMH.

B pamkax nanHOW pa®oThl mpeayaraeTcst aroputM (GopMUpOBaHUS MPU3HAKOBOTO OMHCA-
HUs. OTO HEOOXOAUMO JUIsl pellieHHs 3a/1ad KIacCU(UKALMK TPUII0KEHU, KOTOPBIE BBIOJIHSIOT 00-
MEH JIJaHHBIMU II0 CETH. AJITOPUTM OCHOBAH Ha BbIJCJICHUU BPEMEHHBIX, IEPEMEHHBIX U CTaTUCTH-
YEeCKUX XapaKTEepUCTHK MOBEICHUS MPOrpaMM U IpPHU3BaH YIYUIIUTh TOYHOCTh HACHTU(PHUKALUU
NPUJIOKEHU Ha OCHOBE aHalIM3a HMX CETeBOM aKTUBHOCTH. AHalM3 ceTeBoro Tpaduka u
UACHTU(GUKALMSA CETEBbIX NPWIOKEHUH MOTYT ObITh HCIOJIB30BaHbI JUIsi MOHUTOPHHIA CETEBOM
aKTUBHOCTH, ONpPENETICHUsI yrpo3 Oe30MacHOCTH, ONTUMH3AIMHU PabOThl CETEBBIX INPHIIOKECHUH,
HOBBIIEHUS! S(PPEKTUBHOCTH CETEBBIX CHCTEM, KOHTPOJS IIMKOBBIX HAarpy3ok Ha CeTb U
OTCJIE)KMBAHUS UCIIOJIb3YEMbIX PECYPCOB CETEBBIMU y31amHu [1].

O030p cymecTBYOIIHMX MeTO/A0B HAeHTH(PHKaKeil NPUI0KeHHI 110 ceTeBOMY Tpapuky

Jnis uaeHTHPUKAINY TPUIOKEHUN CYIIECTBYET HECKOJIBKO METO/IOB aHAIIN3A.

1. Ananuz cmamucmuueckux xapakmepucmux 103BOJISET KJIacCU(PUIUPOBATh CETEBbIE MPHIIO-
KEHMSI 32 CUET BbIIEJICHUS KOJMYECTBEHHBIX CBOMCTB. Hampumep, BblaeneHUE pa3MeEpOB MaKETOB,
OTKJIOHEHHE BPEMEHHM MEXIy IepeJaBacMbIMU IakeTaMu, ux KosnumdectBo [2]. He Bce cereBble
NPUIIOKEHUST MMEIOT TIPEICKa3yeMoe IMOBEACHHE B Tporecce oOMeHa WH(POpPMAIUH; MOITOMY
JIAHHBIA METOI MOXKET He ObITh 3()(hEeKTUBHBIM B 33/1a4axX KJIACCU(PUKALUU CETEBBIX MPUIOKECHUH.

2. Ananusz npomokona, cocmosuuti — Oonee 3PPEKTUBHBII METOX B CIy4ae OTCYTCTBUS
mudpoBaHus Tpaduka, NOCKOJIbKY HACHTU(UKANMS oOecreyrBaeTcss 3a cyeT oOpalleHus K
yIaJICHHOMY CEpPBEPY M CBEPKOM BO3BPAIICHHOTO pe3yibTara [3].

3. Awnanuz obpazya — MeTOA, IPU KOTOPOM COIEPKMMOE IEpPEaBaeMbIX JaHHBIX B CETEBBIX
MaKkeTax MOXET cojepaTb MH(GOPMAIUIO C YHUKAIBHOM MOCIIEA0BAaTEIbHOCThI0 OalTOB JaHHBIX.
3a cueT BBLACNCHMS MOJOOHBIX MOCIEIOBATENILHOCTEH MOXXHO KJIAaCCU(PULIUPOBATh CETEBOE
npuioxkenue. Ho 3auactyro OMHapHbIE TaHHBIE CETEBBIX MMAKETOB MEPENAOTCs 3allM(ppPOBaHHBIMU,
MIO3TOMY MOYKHO KJIaCCH(UIIUPOBATh TOJBKO Majoe KOJIWYECTBO NMPHIIOKEHHH. Takke 10CTaTodyHO
CIIO)KHO OIpeNeanTh, K Kakod @porpaMMe MOTYyT OTHOCUTBCS IepelaBaeMble ayJuo- U
Bugeomarepuansl. [lomrmo 3toro, mogobHas 00paboTka HHPOPMAIIMHM MOXKET 3aTPYAHIATHCS 33 CUET
CIIy4allHbIX COBIa/ICHUN MOCIIEA0BATENIbHOCTH OalT M 00beMa nepeaaBaeMbIX JaHHBIX.

4. Ananuz cemeeoco mpaguka ¢ nomowpio 2nybokozo uccireoosanus naxemos DPIl (Deep
Package Inspection) ummeeT BBICOKYHO TOYHOCTh B BOmpocax wuaeHTU(UKanuu Tpaduka. OH
aHAJIN3UPYET HENOCPEACTBEHHO COIEPKUMOE IepeAaBaeMbIX NaHHBIX [4]. Takoil meron Takxke
TpeOyeT MOBBIIIEHHON MNpou3BoaUTENbHOCTH OBM, Ha KOTOpOH NpOM3BOAUTCS Kiaccu(UKalus
Tpaduxa. Ha ocnoBe DPI cymectByer makeTHblil mMeroj Kinaccupukauuu Ttpaduxa. Pesymbrar
UJCHTU(QUKAIIMY OCHOBBIBAETCA Ha aHAJIM3€ COJEPKMMOTO OTAEIBHBIX CETEBBIX MAKETOB. Takxke
CYLIECTBYET METOJ, OCHOBAaHHBI Ha IOTOKAX, MO3BOJSAIOLIMI aHAIU3UPOBATh HECKOJIBKO CETEBBIX
MOCBIJIOK B TEYEHHE HEKOTOporo BpeMeHHu. [Ipu mcronb30BaHUM METOAOB NIIYOOKOTO aHajan3a
MAKETOB MOT'YT BO3HHKaTh MpoOIeMbl KOH(MUACHIMAIBHOCTH TMOJb30BATEIbCKUX MJAHHBIX U
nporpamm [5].

5. Cosemecmnoe uCnonb3068anue no6e0eHYeckoe0 aHAIu3a ¢ I8PUCUYECKUM TO3BOJISET
aHAJIM3UPOBaTh CETeBOW TpauK 3a CYET BBbIIEICHHS XapaKTepPHBIX OCOOEHHOCTEW MOBENCHUS
nporpaMM. ['eHepupysl CETeBYI0 aKTUBHOCTb, MOXHO OIPENEIUTH MPUIIOKEHUE 3a CUET BBIJCICHHUS
npu3HakoB. [1o100HbIN aHanu3 TpeOyeT 3HAYMTENbHO MEHbIIE BEIYUCIUTEIbHBIX PECYPCOB.
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IIpennaraemasi MoaeJib U AJITOPUTMbI HACHTH(PUKANUN PUITOKEHU I
Ha OCHOBe CeTeBOro Tpaduka

BbIMONHATE MACHTU(HUKAINIO MPHIOKEHHH HAa OCHOBE CETEBBIX IMAKETOB IPENJIaraeTcs C
MOMOUIBIO CTAaTUCTUYECKHX METOAOB. DTO MO3BOJUT BBIMOJHATH ONEPALUI0 OBICTpEe Ha MEHee
TpeboBatenbHbiXx DBM. [l 3TOro HE0OXOIUMO MPEIBAPUTEIIHHO MPOAHATU3UPOBATh U 00pabo-
TaTh BXOAHbIE NaHHbIe. VIEeHTHU(UKALMIO CETEeBBIX MPHIOKEHUNH PEKOMEHAYETCsl pean30BaTh
MO3TAITHO: BBIMOJIHUTL cOOp M 00pabOTKYy AaHHBIX, cHOPMHUPOBATH MPU3HAKH, 3aTeM OOYYUTh
MoJieNb. 3a cueT (popMUPOBaHUS NMPHIIOKEHUSIMH YHUKAJIBHBIX MOBEICHUYECKUX MPUBBIUEK BBINOJI-
HseTcst GOPMUPOBAHNE YHUKAIBHBIX TPU3HAKOBBIX OMKCAHUM.

X $oprmposanne Monens xraccuHEaTOpa
) ITpensapuTensHas 3 RS 3 O.G)nem-xe MOZIenH >
obpabotka G KIaccH(HEaTOpa

Puc. 1. Moaeans kjiaccu(pukanuu ceTeBbIX NPUJI0KEHUI, 3TaN 00y4eHust

Fig. 1. Network application classification model, training stage

X'=(x,y,) i=11 X! y
Omnpezienum 00ydaromy0 BEIOOPKY Kak i Ji , TJIe SBIIETCS 00yYaromen

BBIOOPKOH, X _ KoHeuHas MOC/Ie10BATENLHOCTb CETEBbIX 1aMIIOB JAHHBIX, i npuHaAIeKuT ot 0 110
N 1 0003Ha4al0T K KAKOMY KJIaCCy OTHOCUTCS MIEHTU(PHULIHPYEMbIE CETEBbIE IPOTrPAMMBI.

JIOTIOJIHUTENBHO CYILIECTBYET HEKOTOpash 3aBUCHUMOCTbH (OTOOpa)KeHHE), 3HAYCHHUS] KOTOPBIX
M3BECTHBI HEMOCPEACTBEHHO HA CAMUX JIEMEHTAX BBIOOPKH JaHHBIX y4acTBYIOIIUX B 00y4eHHe:
F:X —>D, D, .

e SBJISICTCS. MHOXKECTBO 3HAUEHHH NMPHU3HAKa, KOTOPHIE JOMYCTUMBI B pEIICHHUE

3aj1a4n.

Korna xnaccuduxarop Oyner o0ydeH, MOAEIb MOXKHO OyleT MpUMEHSTh JUIsl UJIeHTU(UKa-
UM CETEBBIX MNPWIOKEHUU. J[1s1 omeHkm paboThl MoAeNnu (OPMUPYIOTCS METPHKH, KOTOPBIE

JI€MOHCTPHUPYIOT KaYeCTBO PabOThl 00YUEHHBIX MOJIENIEH.

X $PoprmposaEHe Pacnipegenerne BepoATHOCTH
) ITpensapuTensras > i By > [TpHEATHE pemeHHA Ha
obpaboTka I OCHOBE MOTETH a(x, W)

Puc. 2. Moaeanb kiaccupukannu ceTeBbIX NPUJI0KEHUIl, ITaN NPUMeHeHu sl

Fig. 2. Network application classification model, application stage
Ha puc. 2 X SIBISIETCSI KOHECUHOM IIOCJICA0OBAaTCIIbHOCTHIO CETCBLIX JaMIIOB JaHHBIX. a(x, W) B
O6H.ICM BUAC ABIISACTCA caMmou MOACIIBIO KJ'IaCCI/I(I)I/IKaTopa, rac X_ IpU3HAKA O6’beKTa, a wo_ HECU3-
BECTHBIE MapaMeTpsl [6, 7]. B mporecce oOydeHus Moaenu JUisi UACHTU(UKAIIME CEeTEeBBIX MPHIIO-
’KEHUH BBIIIOIHSIETCS IIOUCK KPUTECPUEB ONITUMAJIbHOCTH MOACIIN:

| ' .
2. L (@(xw)) - min )
L a(x.,w) X
rae ' 00o3Ha4aeT (yHKIUIO TOTePh MOAETH i Ha o0bekTe V.
OyHKIMOHAT Ka9eCTBa MOJIEIH MOKHO BBIUYUCIIUTD TT0 popmyre:

Q:Q(@ X)) =%Z:=1L<a<x; W), Y*()) )
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y* (%) . X
rac L 0603HaqaeT HNCTHUHHBIN KJ1IaCC OG’LCKTa I,
O6yuenue mozenu M OCHOBaHO HA MMHHMHU3ALMH SMIMPHUYECKOTO pPHUCKA, KOTOpas
paccuuThIBaeTCS 10 Cieayromiel Gopmyie:
X')=argminQ(a, X'
p(X7) =argminQ(a, X') 3)

e A — MHOXECTBO MOJIEIeH.
IIpeanaraemsliii aJropuTm coopa u 00padoTKH BXOAHBIX JaAHHBIX

Oman cbopa u pazmemku OauHuiX. B Tpoliecce HAKOIJICHHS CETEBBIX IAKETOB, KOTOPHIE
OynyT MCIIOJIb30BaHbl Al 00ydeHHs KilacCHU(UKATOpa, KIIIOYEBBIM ATANOM Ul MJEHTH(UKALUU
ABJISIETCA pa3MeTKa coOpaHHBIX NaHHBIX. OHAa HEOOXOAMMa JUIsl OTIPENIENICHUs] COBOKYITHOCTH TPHU3-
HAaKOB, XapaKTEePU3YIOILUX aHAIU3UpyeMblil 00beKT. BakHo, 4ToOBl pa3merka Obula OZHOPOIHON
IUIS BCEX THIIOB JIAHHBIX, TAK KaK Pa3IMYHbIE OOBEKTHI JOJKHBI OMHMCHIBATHCS OMHUMH U TEMHU K
cBoMcTBaMHU. Pasnuuust B 3TUX moiisax OyAyT ONpeAessaTh TUI WIASHTU(UIMPYEMOIO CETEBOrO IpHU-
JIOXKEHUSI.

Oman onmumuzayuu 011 obpabomku unpopmayuu. Pazmepbl HCXOAHBIX (DaitioB,
COZIEpIKaIllUX CETEeBBbIE NaHHBbIE, B Takux ¢opmarax, kak JSON-CTpyKTypbl, MOTyT OBITH OYEHB
OospmMu. OHU cofiep KaT HE TOJIbKO MH(GOPMALIMIO O HA3HAUEHHSIX MMOCBUIOK M MX XapaKTepUCTH-
Kax, HO W OuHapHbie AaHHbIC. [loaTOMY I A (dexkTuBHONH 00pabOTKU TpeOyeTcsl MCIOIb30BaTh
MOJXOAbI, KOTOPbIE IMO3BOJISIIOT CUUTHIBATh JaHHBIE IIOCTENIEHHO, 10 Mepe HEOOXOAMMOCTH, B
3aBHCUMOCTH OT PECYPCOB BBIYHCIUTEIHHBIX MAIIIKH.

Oman ouucmku Oanuvix. llepen oOydeHHeM KiaccHPHUKATopa, HEOOXOIUMO MPUMEHUTH
GUIBTp JUTS yIaJeHUs] HETaTUBHO BIIMSIIOIIMX CETEBBIX MAKETOB B MPOIECCE TeHepaluy MOJeNeH, a
MMEHHO:

1) ynajeHue HEMONHBIX NAKeTOB — B JIAHHBIX MOTYT IPHCYTCTBOBAaTh TaKWe€ BBIOOPKH,
KOTOpBbIE MOT'YT HCKa3uTh oOyueHue Mmopeneil. Hampumep, mpu pabore cereBoro ycTpoiictsa
BO3MO)XHO BO3HHKHOBEHHE TIIaKETOB, KOTOPBIE COJEpXaT OMIMOKM B Tpolecce IMpUeMa WIN
nepeaadn AaHHbIX. Hanbonee yacTsie mpoOieMbl MPOUCXOAAT B MPOLIECCE YCTAHOBKH COETUHEHUS C
yAaJeHHBIM y3710M 110 ipotokoiy TCP/IP;

2) ynaneHue U30BITOUYHBIX MAKETOB — HEKOTOpPbIE JJaHHBIE B Mpoliecce 0OMEHa MOTyT OBITh
M30BITOYHBIMH TIO TIPUYMHE AyOnupoBaHusi mHGopMmanuu. B cBOIO odepenb 3TH NaHHBIE OymLyT
BIMATh Ha TOYHOCTh KiIaccUpUKanuu. Tarkke HEOOXOIMMO MPOBEPSITh M YNAIATh CIYXKEOHYIO
nH(pOpMaIIo, KOTOpasi He OTHOCUTCS K CETEBBIM MpHIokeHusM, Hanpumep ARP 3anpockr;

3) ynaneHue HepereBaHTHBIX MPU3HAKOB — HEKOTOPHIE MOJIS B MAKeTaX MOTYT CO/EP)KaTh B
ceOe JaHHBIC, KOTOpBIE OyIyT MemaTh MpoLeccy KiIacCH(PHUKAWU WINM JaKe HAHECTH BpeI B
TOYHOCTH ompeaeneHus oObekTa. llepenaBaemble ciy)XeOHbIE JaHHBIE MOTYT OTJIMYaTbcs B
3aBHCUMOCTH OT KOH(UTYpalMi CEeTeBOro OOOpYyIOBaHMS M C€aMOro HaOII0IaeMoro y3ia.
Hanpumep, Moryt ObITh Takue MPU3HAKU, KOTOPbIE XpaHAT B ce0e ajpeca y3j10B, OTHOCAILIMECS K
JIOKaJIBHOM BBIUUCIUTEIHLHON CETH, a HE BHEIITHUM aJpecaM B ITT00aTbHON CeTH.

IIpensaraemas cxema 00padOTKHU JAHHBIX

1. Iloomannoe cuumvieanue OaHHbIX HEOOXOAMMO JJISi TPEAOTBPAIICHUS TEPEIOITHEHUS
OTIepaTUBHON MaMATH BBIYMCIUTENBbHON MammuHbL. [TocKonbKy 00beMbl 00pabaThIBA€MbIX JTaHHBIX
JIOCTaTOYHO BEJIMKH, TO U UX 00pabOTKYy HEOOXOAUMO BBIMOIHATEH MO MEPE 3aMOJIHEHUS ONePaTHB-
HOM maMsITH.

2. Dopmamuposanue nakemos: TOCIE TOCTHKCHHS TIpeielia 3arpyKaeMbIX JaHHBIX BBITION-
HSIETCS JTall OYMCTKU CETEBBIX JAHHBIX, KOTOPbIE MOMAJAOT I0J KaTerOpuy ONMMCAHHBIX B JTaIle
OYNCTKH JaHHBIX.

3. Ilocne pazbopa 3arpyKEHHbBIX JaHHBIX B MaMATh MPHJIOKEHUS BBHITIOIHIETCS npoyedypd



Hugpopmamuxa, ynpaenenue u cucmemHulii anaiu3 11

nocneoyloujeco umenus 6Xx00Ho20 gailia ¢ UCXOIHBIMU JaHHBIMHU, MPOJOJDKAIOIIAsACA A0 TEX IOp,
MIOKA MCXOAHBIN (hailyn He 3aKOHUUTCSL.

4. Coxpanenue pezynomama: 1ociie 3aBeplIeHUs 00pabOTKH MCXOIHOrO (ailyia ¢ CeTeBbIM
JaMIIOM JIaHHBIX IpOrpamMMa BBINOJHSET coxpaHeHus pe3ynsratoB B JSON crpykrypy. Pasmep
BBIXO/IHOTO (haiiia 3HAUUTEIBbHO CHHU3MUTCS, YTO YNPOCTUT JalbHEHIIYI0 0OpaOOTKY BBIYMCIIEHUS
IIPU3HAKOBOI'O ONMCAHUS.

Ha puc. 3 onucan nepBUYHBINA anropuT™M oOpabOTKH JaHHBIX, NOTYYEHHBIX U3 aHAIU3aTOpa
IIAKETOB.

Hauano

h 4 ‘l’

Yeranoska QuneTpa
cHndepa saxeaTa
CeTeRRIX MAKETOR

Ixcnopr JSON
CTPYETYPH € CETEBRIM
JAMITOM JaHHBIX

Mpouece 3axeara
OrLT npepean’

hJ

Jaxsar IP-naxeton

y

Yianenne naxera w3 | Urenne 1 IP-naxeta ns
»>
TAMATH MAMATH TPOCPArME]

v

OGunii pasuep

IATPYKEHHBX JAHHBIX HE
oones 4167

Urenne 1 IP-naxera n:
JSON crpykTypmt

T

-

[MakeT copepsuT noms
" source/layers” c sanucanMu o
ip.tep min ip.udp?

h 4

DpaboTaHE Boe
MAKETE! H3 MACCHEA
JAHHBIX?

Het

Yianenne nonei c
CONMEPHHMBEIM TOCBIIKH

r

B ncxonnoii
J30ON cTpyrType ocTanncs
naHHwe?

Het 3AnNeh NAHHEX

MEPBHMHOI 00padoTrH Konen
B JSOM daiin

hd

Ha

Puc. 3. Anroputm c60opa u npeaBapurTe/ibHOI 00paboTKH JaHHBIX

Fig. 3. Algorithm for collecting and pre-processing data
IIpennaraemplii aJaroputMm (popMrupoOBaAHUSA IPU3HAKOBOIO ONMCAHNS CeTeBOro Tpaguka

[ToBbIlIIEHHE TOYHOCTH KITACCH(DUKAIIMM CETEBBIX MPUIOKCHUN HANPSAMYIO 3aBHCUT OT
NPaBUJILHOTO BBIICJICHHSI XapaKTEPHBIX 0COOCHHOCTEH nX noseaeHus. Heooxoaumo chopmupoBars
Ha0Op MPU3HAKOB, TOYHO OIUCHIBAIOIIMX CETEBYI0 AKTHBHOCTh MpHJOKeHHH. JlaHHBIN mporecc
MOYKHO MPEICTaBHUTh B BUJE anroput™a (puc. 4).

DTOT aNropuT™M MpeAHa3HA4YeH IS BBIJICICHUS YHUKAIBHBIX TATTEPHOB B CETEBBIX JIAHHBIX,
OH TI03BOJISIET OTJIMYHUTh OTHO CETEBOE MPUIIOKEHUE OT JAPYyroro. [IpaBuiibHO MOA00paHHBIE MPU3HA-
KOBBIE OMTMCAHUS MMO3BOJIT KJIaccu(uKaropy 0ojee TOYHO ONPENeNIuTh, K KAKOMY KIIacCy OTHOCHUTCS
TO WJIK HHOE TIPUIIOKEHUE.
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Haugaino

3arpyska ceTeBoro
Jiamria

VYnanenue JaHHbIX
JnyOnukaToB

OuncTKa NpOTOKOIOB
(ARP, ICMP, LLDP, ...)

Beirpyska 1 nakera
TOCBLIKH

Brruucnenmne
INPpU3HAKOB

O6paboTtansl Bce MaKkeThl B
ceTeBOM jamre?

dopmHpoBaHKE Kilacca
oOBekTa

Konerg

Puc. 4. Anroputm opMUpoBaHUS MPU3HAKOBOIO ONMCAHUS
AJISl UAeHTH(PUKAIMH NPUJI0KEeHUI TT0 ceTeBOMY TPauKy

Fig. 4. Algorithm for generating a feature description for identifying applications from network traffic
IIpouecc cO0pa HCXOAHBIX JAHHBIX € CETEBOM AKTUBHOCTHIO MPUJIOKEHH i

[Tpu oOyuyeHuM Mojenei BO3HUKaeT Mpoliema, CBsi3aHHAs ¢ HEOOXOAMMOCTBIO T€HEepaluu
OOIIMPHBIX 0a3 C JaHHBIMH, TaK KaK OHM UMEIOT OTHOIICHHE K KJIaCCU(UIIUPYEMBIM MPUITOKESHUSM.
JlaHHBIE TOJDKHBI COMEPKaTh PAa3HOOOpPA3HBIE CIIEHAPWU HCIIOJIB30BAHUS CETEBBIX TMPUIIOKEHUH.

ITomuMoO 3TOrO, MOXET BO3HUKHYTb P HpO6J'ICM.
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1. Konguoenyuanvrnocmo unghopmayuu — CETEBbIE TaMITbl B CIIy4ae OTCYTCTBHUS MUGPOBAHUS
MOTYT COJep)KaTh INPHBATHbIC JAaHHBIC MOJb30BaTeNe (MMEHa, Mapoyid, HOMepa Tele()OHOB,
JUYHBIE cooOIIeHus U T.1.) PacnpocTpanenue takoil mH(boOpManuu 0e3 coriacHs IMOJIb30BaTeleH
SBIISICTCS HEIOMYCTHMBIM.

2. Obwuproe Konuuecmeo cemegvlx ceccuil — Tpaduk, IMepeaaBaeMblil IO CETH, OYEHb Pa3HO-
obpazen. Ceccuu Moap30BaTeNIeH OTINYAIOTCS 110 ATUTEIBHOCTH, TOBEJCHHUIO B UCTIOIB3YEMbIX Cep-
BUCAaxX, TUITYy UCIIOJIb3yEeMbIX IPOTOKOJIOB, 00bEMY HEepEeIaHHBIX AaHHBIX U MHOTMM JpPYI'MM Mapa-
MeTpaM.

3. Cmpykmypuposanue Oanubix — coOpaHHass WHGPOPMAIUS JOJDKHA OBITH CTPYKTYpHUpPOBaHA
IUISL MCTIOJIB30BAaHUS B 33jadax oOydeHus Kiaccudukaropa. Heobxommmo co3marh Takoil dopmar
JaHHBIX, KOTOPHBIN OyneT ynoOHO 00padarkiBaTh.

®opmupoBanue 0a3bl ¢ TPaQUKOM JaHHBIX OCYIIECTBISETCS C MCIOJIb30BAHUEM CIEUAIIb-
HOTO IPOTPaMMHOTO 00ecreyeHHs, KOTOPOe MO3BOJIET MPOCITYIINBATh BCE MPUHSATHIC U MepeaH-
HBIC JaHHbIE Ha CETEeBOM MHTepdelice 0e3 Mx u3MeHeHHs. Takue mporpaMMbl Ha3bIBalOTCS CHUGde-
pamu (Hanpumep, yruiauta «Wiresharky). Iepen 3axBaTroM AaHHBIX B MPOrpaMme MOXKHO HACTPO-
UTH (PUIBTPBL, IO KOTOPHIM OyIyT OTCEMBAETCSI HE MHTEpecyronre nakeTsl. [locie 3Toro Bo3moxeH
sKcopT HaOpaHHBIX TaHHBIX B JSON-CTpyKTYpY.

Jlns mpaBHIBHOTO OOYyYeHHS MOAENEH, CIOCOOHBIX ONPENENATh CETeBbIC NMPHIOKEHHS, He-
00XOIMMO yCTAaHOBUTH cHU(GEp Ha y3el, B KOTOPOM IUIAHUPYETCs HAONIOJICHUE 33 CEeTEeBOM
aKTHBHOCTBIO KOHKPETHOTO NMPWJIOKEHUS, a TaKKe 00ECHEeYHTh OTCYTCTBHE MOCTOPOHHEH aKTHB-
HOCTH, KpOMe HaOJII0IaeMoro kKiacca mporpammbl. /laHHbIe, KOTOpbIe OyIyT HCIIONB30BATHCS IS
aHaJM3a, MOXXHO COOMpaTb Ha YCTPOMCTBaxX IMOJb30BATENCH, IJ€ TNPOU3BOAUTCS JOCTYI K
pa3nuyHBIM cepBUcaM. Takue HaOOpHI JaHHBIX OyIyT y4acTBOBaTh B IPOIECCE NETEKTUPOBAHUS
MPUIIOKEHUH.

IIpu3Haku ceTeBbIX NPUIOKEHHU I

[TpeanaraeTcs BBLACIUTD CIEAYIONINE CEMb IPU3HAKOB /IS KIIACCU(PHUKALIUU IIPOTPAMM.

1. Tlpu3Haku CETEeBBIX MPOTOKOJOB TpaHcmopTHOro ypoBHsi TCP/IP u UDP/IP naubonee
nonyiasipHbl. OHU  HCHOJB3YIOTCS U YCTAaHOBKHM COEIMHEHMs] KIMEHTCKUX TPHIOKEHUH ¢
yAaJIeHHBIMH cepBepamMu. B nporecce nepBruHoil 00paboTKu BXOAHOTO (haiiina mogo0HbIe 3apoChl
HE OUHIIAIOTCS.

2. Tlpusnak ¢ HOMepoM TopTta HazHadeHus B mporokoiax TCP/IP u UDP/IP npennasnauen
U paboThl NPUIOKEHUM Ha JTaHHBIX MPOTOKOJNAaX HEOOXOAMMBI HOMEpa MOPTOB, MO KOTOPHIM
CepBEpHbIC TPWIOKEHHUS OXUAAIOT BXOMAANINE COEAWHEHUS. B KIMEHTCKUX TMPHIOKEHHSIX
UCXOJSIIHIE MTOPThl UTHOPUPYIOTCS, TaK KaK OHM MOTYT U3MEHSATHCA. YJaJeHHBIH CEepBUC HE UILET
KIIMEHTA, a KITMeHT caM WHUIMHPYET oOpalieHue.

3. IlpusHaku ajpeca ynajleHHOro cepBepa B ceTd U jaomeHHoro uMmeHu DNS (mpu ero
HaJU4Y1u) HEOOXOIMMBI JUIsl ONPEICICHUS K KaKOMYy PECYpCy BBIMONHsETCS oOpaiienue. Moxer
YUUTHIBaThCS KaK ajpec HCTOYHHMKA, TaK M aJpec Ha3zHayeHus (agpec aHaTU3UpPyeMoro ysia
urHopupyercs). Imst cepBepa, WM €ro JOMEHHOE MMs, HEOOXOIUMO JIJIsl OTIPENEIeHUs] KOHKpPET-
HOTO CepBHCa, pPa3MEIIEHHOro Ha cepsepe. Ha omHOM cepBepe, KOTOpPBIH HMEET OIWH WU
HecKobKo IP-ampecoB, MoXkeT OBITH pa3MeIIeHO HECKOJIBKO cepBHUCOB. Hampumep, oguH cepsep
o0OpabarbIBaeT HECKOJIBLKO Web-caiiToB.

4. TlpuzHaku C BPEMEHHBIMH XapaKTEPUCTHKAMH CETEBOTO TaKeTa HEOOXOIUMBI s
orpeiesieHus 0OpalleHus! TaKeTOB KJIMEHTCKOTO MPHIIOKEHUS K yIaJIeHHBIM pecypcaM BO BpEMEHH.

5. Ilpu3Hak yCTaHOBKH CETEBBIX CECCHH BO BPEMEHH YYHTHIBACTCS BpEeMs IMPOMICAIIEe C
OTKPBITHS TpeNbIayIiel ceTeBoil ceccuu. Onpenensercs NepuoIuIHOCTh YCTAHOBKH COSTUHEHUH.
JlaHHBII IPU3HAK XapaKTePU3yeT YHUKAIHLHOE TIOBEJICHUE IIPOTPaMM BO BPEMEHH.

6. Ilpu3Hak dYacTOThl TEpeAaBaEMbIX IAKETOB IIO3BOJIAET OIPEACTUTh KOIHYECTBO
NepeaHHbIX (PparMEeHTOB IaHHBIX 32 OTPEICICHHBINA IEPUO] BPEMEHH.
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7. lnuHHA cOOOIIEHN B CETEBBIX MAaKETaX — 3TO CPEIHUE pa3MepPhl IepenaBaeMbIXx OMHAp-
HBIX JaHHBIX. Pa3Mep HMMeeT pa3Hyl0 BEIMYMHY B 3aBHCHUMOCTH OT HCIIOJIB3YEMBIX CETEBBIX
MIPOrPaMM.

Jnis 00yyeHHs ¥ TeCTUPOBAHMS MOJEIEeH MAlIMHHOTO OOydeHHs Obul coOpaH 00beM YHH-
KaJIbHBIX JIaHHBIX B 5 TWrabaiT Mo KaxaoMy U3 KiIacCUPHUIMPyeMbIX mpuiioxkeHuil. [lanubie Obuin
pasgeneHsl Ha oOywaromue U TectoBble HaOOpbl B mpomopruu 80 k 20 %. DT10 obecmeunBaeT
ONTUMAJIbHBIA OallaHC MeXIy OOyueHHEM MOJAENU U MPOBEACHUS TECTUPOBAHUS MoJenu. Takxke
TaKO€ COOTHOIICHHE MO3BOJIUT MPOBEPUTH MOEIh Ha BO3MOXKHOCTb 0000IIaTh pe3yiabTaThl Ha HO-
BbIX Ha0Opax ceTeBbIX NaHHBIX. HoBbIE JaHHBIE TaKKe MPOXOMAT NMEPBUUHYIO0 00paboTKy C popmHu-
pOBaHUEM MPHU3HAKOB, 3aTEM MPUIIOKEHHS KIAaCCU(DULIUPYIOTCS HA OCHOBE paHEee CreHEPUPOBAHHBIX
MOJEIEH.

Pe3yabTarbl

B skcrnieprMeHTe y4acTBOBAJIO HECKOJIBKO MOAOOHBIX MIPOTrPaMM:
e Telegram — 0 kiacc;
e Steam — 1 kiacc;
e Discord — 2 kiacc.
[peiararorcst ClIEAYOIINE KPUTEPUU ISl OLICHKH aJeKBaTHOCTH OOYYEHHBIX MOJIEIICH:
JI0JIsS BEPHBIX OTBETOB (TOYHOCTH), TOYHOCTB (Precision), F-mepa u monHota [8]. Pesynbrarst nosmy-
YEHHBIX METPUK OTPAXKAIOT, YTO BCE METOABI MOKA3aJIl BBICOKYIO TOYHOCTh MICHTH()UKALUH CeTe-
BBIX MPUJIOKEHUH (Tadm. 1).

Taonuuya 1.

MeTpukn KayecTBa KJIacCCH(PUKATOPOB

Table 1.

Classifier quality metrics
MeTton Accuracy Precision Recall F-mepa
Model decision tree classifier 0.9999 0.9998 0.9999 0.9999
Model SVM 0.9281 0.9229 0.9285 0.9240
Model logistic regression 0.9998 0.9999 0.9999 0.9999
Model k-nearest neighbors classifier 0.9082 0.9106 0.9082 0.9087
Model multinomial Naive Bayes classifier 0.9263 0.9312 0.9263 0.9274
Model random forest classifier 0.9903 0.9901 0.99 0.9898

C nomouipl0 MeTOoa Kpocc-BaluAallMM OblT MOCTPOEH TIpaduK JUIsl OLEHKH KauyecTBa
pa6OTBI Pa3HbIX MO,I[CJIeﬁ 06y‘-IeHHLIX Ha TECTOBBIX HaGOan JAHHBIX. HpI/I TCCTUPOBAHNUN
HCIIOJIB30BAJIMCE CIICAYIOIUE METO/bI:

SVC (ovo);

LinearSVC (ova);
LogisticRegression;
DecisionTreeClassifier;
KneighborsClassifier;
MultinomialNB;
RandomForestClassifier.
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Fig. 5. Classification accuracy results of network applications by different models

B mpormecce mnpoBencHHsS BBIYUCIUTEIBLHOTO SKCICPUMEHTA JIYUYIIAE PE3yIbTaThl 110
TOYHOCTHU KJIAaCCU(UKALUU IPUTIOKEHUN MTOKA3aIH:

1) MeTOI OMOPHBIX BEKTOPOB;

2) METO[I JIOTHCTUYECKOM perpeccuu;

3) meton K Ommkaimmx coceme.

JlaHHBIC pE3yabTaThl JEMOHCTPUPYIOT BBICOKYIO 3(()EKTHBHOCTH MCIIONB30BAHUS METOIOB
MAIIMHHOTO OOyuYeHUs Al MACHTU(UKAIMU CETEeBBIX MPHUIIOKEHUI HAa OCHOBE aHajN3a CETEBOTO
Tpaduka. Bce ncmonb3yemMble METOIBI JAIOT BHICOKYIO TOYHOCTh UACHTH()DHUKAIIMK TIPHIIOKEHHH, 32
uckmouenneM «RandomForestClassifiery.

3akJjarouenue

PaccmoTrpens! MeTobl KiaccuuKaTopoB i 3a7a4d UACHTU(DUKAIIMY IPUIIOKEHUH 0 ceTe-
BoMy Tpaduky. [Ipy BBIMOIHEHUH aHATMTHYIECKOTO 0030pa CYIIECTBYIOIINX METOIOB Kiaccuduka-
MU CETeBOM aKTHUBHOCTHU OB BBISBIEH ps HemocTaTkoB. [IpennoxeHa HOBask MOAENb, KOTOpas
criocoOHa WUACHTU(UIMPOBATh CETEBBIE MPHUIIOKEHUS 32 CUET MOBEPXHOCTHOTO aHAJIM3a CETEBOTO
Tpaduka. B xome mpoBeneHUsS BBIYMCIUTEIHHOTO HKCIEPUMEHTA BBISBICHO, YTO MPEIIOKEHHBIE
AITOPUTMBI IJIA I/I)ICHTI/I(l)I/IKaHI/II/I HpI/IHO)KeHI/Iﬁ Jar0T COITOCTAaBUMBIC PE3YJIBTAThl ¢ AHAJIOTHYHBIMHA
cucreMaMu kiaccudukanuu. [lomydeHHbIE MOIENH MOTYT OBITh HCHOJIB30BAaHBI B PA3IUYHBIX
chepax, BKIIOYAs CETEBYIO O€30MacHOCTh, aHalW3 Tpaduka W KOHTPOJIh JIOCTyNMa K CETEBBIM
pecypcam.

B mepcriektuBe TUTaHUpYeTCS pa3paboTKa COOCTBEHHOTO aHAIM3aToOpa CETEBBIX JIaMITOB
JAHHBIX. DTO TO3BOJMT YINPOCTHTh HHTETPAIUIO0 C CYIICCTBYIOIIMMH CHUCTEMAMH M TOBBICUT
KauecTBO OOydJaeMbIX MOJENeH KiIacCH(UKATOpOB, a TaK)Ke 3a CYET aBTOMATHU3AlUU IPOIECCOB
yCcKOpUT Tiporiecc cbopa maaraceroB. KitoueBbIM HampaBiIeHHUEM CTAHET JOTMOTHUTEIBLHOE UCCIIEO-
BAaHUC ITPHU3HAKOBOT'O OIMMMCAaHUA CETCBOT'O Tpa(bm(a C OCJIbI0 YBCIIMYCHUA TOUYHOCTH I/IJIGHTI/I(i)I/IKaHI/II/I
MIPOTPaAMM.
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